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ABSTRACT
Elliptic curves are cubic curves similar to the quadratic conic 
sections that students learn about in a high school Algebra II 
class. What makes elliptic curves interesting is the multitude 
of applications that they have to fields such as number theory 
and cryptography. Our project aims to explore many of the 
algebraic and geometric concepts behind elliptic curves, in 
order to provide an accurate and well-motivated description of 
the elliptic curve cryptography system that is used today. This 
includes a brief introduction to projective geometry, modular 
arithmetic, and the group law which gives elliptic curves an 
algebraic structure. This algebraic structure is the core of 
most of the applications that elliptic curves are useful for. The 
cryptography system is used by companies such as Intel and 
Bitcoin to secure data from outside sources. We will give a 
brief overview of cryptography in general, as well as 
demonstration of an elliptic curve cryptography setup. The 
theory and applications of elliptic curves extend far beyond 
what we are able to fit into a single project, but what we 
provide is a cohesive introduction to the rich subject. In 
summary, this research aims to help people better understand 
the use and important applications of elliptic curves.

WHAT ARE ELLIPTIC CURVES?
● Elliptic curves are algebraic curves defined by a cubic 

equation where  y has degree 2 and x has degree 3.
● They can be reduced to the Weierstrass form

y2 = x3 + Ax + B.
PROJECTIVE GEOMETRY
● In Euclidean geometry, parallel lines do not intersect
● In projective geometry, we include extra points called points 

at infinity such that each set of parallel lines intersects at 
one point at infinity.

● We include the point at infinity where all vertical lines 
intersect on an elliptic curve. This point is denoted (0:1:0) 
where a standard “finite” point is denoted  (x:y:1).

THE GROUP LAW

We can define an addition operation on the points of an 
elliptic curve using algebraic equations, but the operation has 
a nice geometric interpretation exhibited below.

● When working with computers, it is more efficient to use a 
finite number system.

● We pick a base number m and group together all integers 
sharing the same remainder when divided by m. This 
partitions the integer into a finite set of congruence classes.

● Addition, multiplication, and subtraction work well in general, 
but division only works when we have a prime base.

MODULAR ARITHMETIC

PRIMALITY TESTING
● Integer factorization uses elliptic curves to break numbers 

into the multiplication of prime numbers (can be used to 
check if a number is prime).

● Goldwasser & Kilian (1999) used elliptic curves in their 
proposal of an algorithm to quickly test the primality of a 
number.

FERMAT’S LAST THEOREM
● If n > 2, then An + Bn = Cn has no solution where A, B, and 

C  are positive integers.
● Took over 360 years to be proven officially, done by 

Andrew Wiles through elliptic curves.
● Number theorist Gerhard Frey found an elliptic equation to 

represent Fermat’s equation, but it had no modular form.
○ Taniyama-Shimura’s Conjecture: for every elliptic 

equation there is a modular form.
● In Wiles’ proof, had to also prove Taniyama-Shimura’s 

Conjecture.
o Wiles work is significant because in his proof of 
Taniyama-Shimura’s conjecture and Fermat’s last 
theorem, he bridged together the gap between several 
previously disparate areas of mathematics.

ELLIPTIC CURVE DIFFIE-HELLMAN EXCHANGE
Public Parameter Creation

A trusted party chooses and publishes a (large) prime 313 and a point 
(53:25:1) in an elliptic curve over the finite field F313: y2 = x3 + 2x + 4

Private and Public Key Creation
Alice Bob

Private Key:
Chooses a secret integer 79

Public Key:
Computes the point (123:97:1)

= 79 * (53:25:1) ∈E(F313)

Private Key:
Chooses a secret integer 23

Public Key:
Computes the point (75:190:1)

= 23 * (53:25:1) ∈E(F313)

Public Key Exchange
Alice sends 97 to Bob Bob sends 190 to Alice

Final Private Computations
Alice finds (75:190:1) from 190 Bob finds (123:97:1) from 97

Alice calculates 
(225:105:1) = 79 *(75:190:1)

Bob calculates
(225:105:1) = 23 * (123:97:1)

The shared secret value is 
79 * (75:190:1) = (225:105:1) = 23 * (123:97:1)

● This operation is commutative, associative, has an identity 
element, and has inverses, just like ordinary addition.

● We can define an elliptic curve and its operation over a 
number system when all four operations are defined.

● If given a point P and a multiple nP on a finite elliptic curve, 
it is very difficult, even for computers, to find n if it is not 
already known. This is useful for cryptography.

This is the curve 
y2=x3+2x+4 over 
the finite field of the 
integers modulo 
313.
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